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Opening thoughts

The “glue” that holds the pieces of any Army team together is the network.  It is through the network that people share their knowledge and understanding.  It is through the network that commanders articulate decisions and direct actions.  It is through the network that feedback and interpretation of the effectiveness of actions occur.  

The network is first among equals in the competition for scarce resources. Networking and the flow of information and knowledge are to successful Army operations as blood and oxygen are to functioning of the human body.  Networking is undoubtedly the antecedent for ensuring that we can fight and operate as we desire, not as dictated by constraints and external forces.

The network is an organizational and cultural philosophy – it is how commanders lead and how organizations and people perform work and conduct business.  The network is extraordinarily complex, expensive, and abstract – yet, it is clear that the network is a great asymmetric advantage.  We know it is important and worth the expense.

Our goal is to provide the information technology means for the Army to be network-centric.  Network-centric is, to use data networks to link commanders, organizations, and combat power for the explicit purpose of gaining situational awareness, receiving and sharing knowledge, understanding the commander’s intent, and executing meaningful, coherent action.  Being network-centric empowers people to think better, make faster decisions, and generate power better than any adversary.  To become network-centric will be a long and difficult task.  Becoming network-centric requires substantial experimentation and eventually change in Army doctrine, organization, training and education, materiel, leadership development, personnel, and facilities.  Unless we become network-centric, fighting like we desire will be problematic.

Context

Our soldiers have fought in an environment in which their every move has been shown around the world thanks to global telecommunications, television, and the Internet – this is the “fishbowl” of the modern times.  Nothing remains hidden and the seemingly most significant activities can cause enormous and unanticipated second and third order effects thanks to the networking effects of the Internet, computers, and modern telephony.

Networking, helps our soldiers understand and cope with this chaotic environment.  Our soldiers routinely operate with joint and coalition partners and now operate with non-government, multi-national corporations, and host-country security forces as well.  Information technology and networks help link our soldiers with these partners in collaboration and information sharing.

Our soldiers live and operate in an environment dominated by long periods of tranquility punctuated by isolated spikes of extreme violence.  Information technology and networking help share what sensors gather and analysts consider to improve soldier survival and to be proactive and pointedly aggressive in their activities.

Networking greatly empowers our soldiers and their commanders by helping them understand their relevant operational environment, share data, information, and knowledge, engage in virtual collaboration, know where friendly and enemy forces are located, and make fast, effective decisions.

Networking enhances our soldier’s performances and provides tremendous advantages over lesser technically endowed adversaries.  While technological advancements have been extraordinary and greatly empower our military, it is the soldier’s skilled use of information technology tools that form the center of our thinking about how to instantiate immediate improvements and those designed for the long-term.

The Situation

Our current situation finds U.S. Army forces enmeshed in combat operations in both Afghanistan and Iraq.  These operations have helped us determine the framework for how we will wage warfare in the future.   From lots of anecdotal and the start of gathering empirical evidence, we are drawing conclusions about how we intend to fight in the future and, in particular, what our asymmetric advantages over adversaries will be.  Part of our asymmetric advantage lies in our capability to use information technology and in particular to use data networking for creating and sustaining advantages.  The thoughts that follow capture some of the Task Force Network’s ideas about how the network intertwines with and supports future operations and what we consider our advantages to be.  

The network provides a robust, agile, and coherent network-centric environment.  This network-centric environment will provide the right information to the right person at the right time with the right specificity to make the right decision to accomplish the mission.  Such activity though does not occur in a benign environment against a lifeless foe – along with constraints of weather and terrain, our networks will come under cyber and physical assaults in CONUS, at theater sanctuaries, and in the area of responsibility.

Our Army operates in a networked Joint operational environment.  Within a Joint operational environment, the Army conducts rapid, distributed, and non-linear operations.  Future Joint operations will not have guaranteed sanctuaries.  Owing to the global nature of future operations, many activities occur at the same time around the globe – these are non-contiguous operations.

The Army fights upon arrival to an area of responsibility.  In this context, Army units view deployment and employment as synonymous.  As such, combat units and their support arms possess an expeditionary mindset in which mental agility and a holistic, interrelated perspective come to dominate planning and execution.  Providing robust, flexible network support also demands an expeditionary outlook to provide Army warfighters reliable network support no matter where, when, or in what operational environment the Army finds itself.

The Army increasingly finds itself operating with decentralized decision making fueled by commander’s intent, mission type orders, and shared, valuable knowledge.  Such command and leadership activities place extraordinary challenges on both networking and the knowledge that flows through it.

The Army has continuous Joint C4ISR connectivity among home station  operating centers (HSOC), homeland security and defense operations, deploying force ports of embarkation, forces enroute to objective areas, and forward deployed reconnaissance and combat forces.  Commanders on the move and at the quick halt will have access to valuable data, information, and knowledge in the format they desire.  Such access will shape the battlespace and set conditions for decision dominance.

Battle command, the art and science of applying leadership and decision making to achieve mission success, is of supreme importance in any operational environment.  Within the Army, the network with its transport layers and applications, provides information and knowledge support that is commander oriented, knowledge based, supportive of mission-type orders, and supportive of decentralized decision making.  Battle command receives data, information, and knowledge support on the move away from stationary command posts and at the quick halt, as well as when stationary.  The energy and activities “behind the curtain” that satisfy the commander’s information requirements remain transparent allowing his full attention to the battle or activity at hand.

Battle commanders engage in virtual collaboration as the situation demands.  Organic  U.S. military units, attached forces, and coalition forces (traditional and non-traditional) will require network capabilities and training sufficient to engage in virtual collaboration proficiently and flexibly.  The network will have sufficient bandwidth via transport layers and applications enabling collaboration on demand with media most appropriate for the situation.

Challenges
Providing robust networks around the world to support operations in a wide variety of operational environments against capabilities-based opponents presents substantial challenges.  Some of the most demanding and intractable challenges facing a network-centric Army include the following:

· Commanders’ expectations.  Commander’s expectations are clear.  They want information and knowledge on the move and bandwidth on demand to soldiers who need it when and where they need it.  They also want enroute mission planning and rehearsal applications, networks, and bandwidth to support such practices.  Commanders are very clear in their desires to have unclassified networks that support STAMIS through the use of commercial office software.  Commanders also want SIPR networks that support GCCS, battle command, and enhance the flow of collateral secret intelligence.  At certain levels, commanders require JWICS networks to support TS/SCI intelligence traffic.  Commanders also demand access to unclassified DSN, Secret STU III phones, and TS/SCI Red Phones.  In addition, commanders demand bandwidth to support sensor to shooter networks, particularly unmanned aerial vehicles (UAVs) working with shooters and networking sufficient for providing UAV-produced streaming video to commanders on the move, at the quick-halt, and stationary command posts.

Commanders have identified their top operational requirements as:

· Friendly locations

· Current enemy situation

· Running estimate

· Battlespace control measures

· Fragmentary orders (FRAGOs)

· Commander’s situation reports (SITREP)

· Fires and effects coordination measures/capabilities overlays

· Joint and coalition situations

· Reach back to sanctuaries.  Clearly, commanders desire reach back capabilities to CONUS and other “sanctuaries.”  Commanders need operations/knowledge centers to produce information and knowledge in the United States proper and in other countries and move it to them over the network.  Unfortunately, our operations/knowledge bases in CONUS and elsewhere will come under attack and will suffer periodic outages.  Thus, networks are robust and resilient, but also redundant to include mirror data, information, and knowledge server sites.

· Discipline in a decentralized and undisciplined system.  The Army writ large does not have a POM-funded IT process superimposed on commands in the United States.  Currently, each installation commander buys IT and pays for networks.  Further, each installation commander pays for their own Red Phone, JWICS, SIPR, and NIPR nets.  

Three principal, equal, and separate players operate in the Army’s networks – logistics, intelligence, and operations.  Having three separate networks, speaking with three voices, and buying applications suitable for their functional areas does not bode well for either efficiency or effectiveness.  The Army needs to have a single network with bandwidth allocation distributed and shared based on priorities and needs.

· Business Processes.  Few Army programs of record are joint network capable.  Currently, there is neither a Joint network program nor  Joint network standardization.  This shortfall causes a lack of disciplined interoperability, little to no interdependencies among joint systems, and to those seeking interoperability, a perceived digital Tower of Babel.   The acquisition system that served us well in the past cannot keep pace with rapid technological change.  Work-arounds sprout occasionally allowing people to stay abreast with technological change, e.g., spiral development, advanced concepts technology demonstrations (ACTDs).

In a general sense, even these work-arounds have bureaucratic limitations consumed by process and driven by a quest for order, strict hierarchical progression and approvals, low risk, 100% reliability, and an insatiable appetite for tinkering that delays fielding and adds costs.

· Transport.  Army units need adequate bandwidth to support data, information, and knowledge requirements.  The definition of this challenge becomes even sharper when we understand that applications the Army uses are commercial and require large amounts of bandwidth – bandwidth the Army can’t support.

The Army doesn’t have the network to provide bandwidth sufficient to pass commercial software applications to commanders and soldiers particularly as we work our way to division, brigade, battalion, and lower levels.  In a confounding situation, people at the lowest tactical levels, arguably needing high quality information the most for thinking, planning, acting, and quickly reacting to change, do not receive the information they need owing to transport/bandwidth limitations.

The only way to meet bandwidth requirements that support current or near-term operations is to buy it from commercial companies.  Unfortunately, these companies are often owned by foreigners and provide bandwidth for a business, making reliability subject to profit motive.  Commercial companies can provide adequate bandwidth to JTF and CFLCC levels and above.  But the Army’s system for corps and below is TRI-TAC, MSE, and CNR, which have limitations in mobility and bandwidth capacity, until JTRS and WIN-T arrive.  Work-arounds such as improving packet processing, designing more efficient servers, and allocating bandwidth more efficiently help but do not solve the problem.  Thus, we have a void from the Corps level and below in which sufficient bandwidth does not and will not exist without extraordinary measures to provide isolated beams of bandwidth to commanders at the division, brigade, and battalion levels of command.

· Applications.  Applications need to be interoperable, bandwidth efficient, and functionally non-duplicative.  Applications have to undergo a disciplined system of registration.  Consider the numbers -- approximately 4000 registered applications per MACOM are available to soldiers on the Internet.  So many applications literally choke our networks.  Using “bandwidth intensive” commercial software applications has become the norm, but these applications demand so much bandwidth that the Army’s network struggles.

Other problems exist.  There is an expectation by commercial software designers that bandwidth is limitless.  Commercial applications actually compete for bandwidth and network resources thereby causing problems in network management.  Even when there are published standards, it is difficult to enforce compliance.  The quality of applications operating within Army networks and under tactical conditions is lacking because commercial applications typically do not operate in such conditions.  For the most part, commercial applications don’t adhere to subscribed data standards and cannot withstand the rigors of tactical operations.

Fixes
· Jointness.  Joint networking cannot be a pick-up game.  The Army has to collaborate with Joint/OSD communities on network development.  Combatant commanders determine the architectures and nature of Joint networks today, and the Army has to plug and play with organic equipment, well-established business processes, and highly trained operators. 

We need Joint network programs, joint network standardization, and wherewithal to discipline the Army’s network for compliance with established standards.  Whereas such processes and procedures aren’t yet in place in any Joint community, trends clearly indicate this will be the case.  In any event, the Army must posture itself to be a primary player in programs, standardization, and network compliance systems and processes.  In the case of network discipline, standards, and common network programs, centralization is good and essential; decentralization, albeit sounding and feeling good, generally results in the digital Tower of Babel and laborious bureaucracies that govern networks today.  

The Army must be an active participant in all Joint network processes, such as Net Centric Enterprise Services (NCES), Global Information Grid-Bandwidth Expansion (GIG-BE), and Global Information Grid-Transformational Communications (GIG-TC).  It is in these groups and others like them that standards will come forth for building elegant applications that are not bandwidth intensive and that are network aware, scalable, and adaptable.

The Army’s future applications and transport layer developments have to be fully nested in joint architectures. To this end, we have to delve more heavily into Joint technology processes.  We need to do a better job communicating the Army’s requirements and getting in at the front of the Joint experimentation, development, and planning processes.  The Army needs to have its mission threads embedded in Joint processes to justify mission essential programs and development.

· Applications -- Accelerate battle command capability.  We need to field battle command applications that provide “good enough” solutions and then move to next level of jointness with Joint command and control (JC2) concepts and processes.    To work on “good enough” though, we have to standardize applications in today’s network command and control and instill discipline into the Army One Network.

People have to take appetite suppressants – our networks cannot continue to handle the thousands of commercial applications and have any hope of providing “good enough” capabilities to support combat operations in the near-term.  We have to adopt a network operations (NETOPS) strategy for integrated networks and battle command applications (networthiness).  The standard that guides us has to be: provide the right information, to the right person, at the right time, to make the right decision, for accomplishing the mission.

Our near-term strategy first looks at all applications being registered through the Networthiness Office and finds a better way to compare and contrast their capabilities, while making every attempt to meet the needs of the Army.  But, the mark on the wall is clear -- we cannot continue to purchase and support thousands of applications.

As a second near-term strategy for improving applications, we need to begin the process of bringing network operations (NETOPS) as a concept and doctrine to the forefront of all Army developmental efforts.  NETOPS must be centrally managed throughout the acquisition process and not as independent efforts among separate TRADOC proponents, PEOs, and COCOMS.  In addition, we must invest R&D funds into existing programs that will bring us improvements in NETOPS.

Eventually, the Army must invest in elegant software that meets user requirements while meeting tight specifications for traversing constrained bandwidth.  Such software provides needed network support while meeting data specifications and constrained bandwidth requirements.  Army units will use this elegant software in a standardized way across the force.

· Transport -- Accelerate future network capabilities.   In the near-term, the Army has to buy more commercial bandwidth.  This option is fraught with dangers, but appears to be the only feasible near-term solution.  

We need to bring future capabilities to the force today using COTS as a bridge to the future.  We can do some smart procedural things now to improve our bandwidth problems – make our servers more efficient, distribute bandwidth more wisely via terrestrial systems such as TRI-TAC, and spend money to improve capabilities of leaders from battalion and above to receive the bandwidth and applications they require.

Our goal is to bring blue force tracking to the soldier level.  We also have a goal to provide battalion and above commanders the information and knowledge they need while on the move and at the quick-halt.  We have to invest significant resources to build a more capable Joint network from the Home Station to the forward deployed soldier.  We plan to bring such capabilities into being by assessing systems, processes, and procedures from the soldier to the Home Station by examining their requirements in varying conditions and mission sets, understanding architectures that provide support, and designing ways to move relevant data, information, and knowledge in time to make a difference.

In the near-term, we will continue to invest in transport capabilities as a first priority.  Then, in the mid-term, we will even out investments so that applications and investments receive equal funding.  In the mid- and long-term, we will alter our investment strategy to focus on improving the application layer and not the just the transport layer.

· Business practices.  We need a long-term strategy for the development and maturation of business practices that will help our network function more effectively.

· Near-term acquisitions.  The near-term process consists of rapid technology insertions structured to provide a greater capability than currently possible to aid units in accomplishing their missions.  Examples include outfitting command and control vehicles (C2V) in V Corps with commercial communications components and accelerated fielding of Blue Force Tracking (BFT).

· Mid-term acquisitions.  Our mid-term rapid modernization program strategy deliberately, regularly, and routinely inserts network capabilities in field units.  Such a program would include regularly schedule upgrades/refreshments of information technology system components, i.e., every 18-24 months.  NETCOM, in close coordination with PEOs and RDECOM, designs and maintains the desired architecture and produces a list of approved systems.  TRADOC coordinates with RDECOM and PEOs to ensure alignment with user requirements.  The CIO/G6 maintains close coordination with HQDA G-3 and G-8 for appropriate funding.

· Long-term acquisitions.  The long-term process uses new Joint capabilities and integrated development system (JCIDS) processes and influences future Joint concepts and acquisitions to include Army requirements.  It is imperative that the Army take the lead now to get its requirements deeply integrated into joint documents and products and also to assist in defining capabilities needed by the entire joint community.  By participating in these shaping strategies and activities in the Joint environment, the Army has its mission threads embedded at the highest levels.  The Army must be an early, continuous, and pivotal player in defining and developing Joint concepts and integrated architectures.

The HQDA G3 is the lead integrator, voting BOD member; the G3 approves force structure changes.  The CIO/G6 provides coordinated architectures.  The G8 leads implementation throughout force structure.  As an outgrowth of focused responsibilities, management, and functions, we envision emergence of consistent, focused, top-down Army POM support for NIPRNET, SIPRNET, JWICS, VTC, Red Phone across the force, ending independent buys by installation commanders.

· A single network.  Our goal is to have a single Army network.  We are planning an integrated construct for requirements, funding, R&D, fielding, and control from home station operations center (HSOC) to the forward deployed soldier.  The network has to be organized and disciplined.  Organization and discipline will not inhibit or constrain either creativity or innovation, but instead keep the motto “let a thousand applications bloom” from becoming common place thereby clogging the Army’s networks.  The network cannot have a lone entity that has singular oversight.  Instead, we need a well-established and understood triumvirate among TRADOC, CIO/G-6, and NETCOM.

· In our triumvirate, TRADOC has the lead, with active involvement and participation by the CIO/G-6, and Network Command.  In such an arrangement, TRADOC best serves to define and develop network related requirements, capability needs, DOTMLPF development, and supporting Future Combat System (FCS), the Objective Force, and Joint Force integration.

· The Army CIO/G6 has the lead for network systems, technology acquisition, and building and defending networks.  The CIO/G6 serves as the agency responsible for assigning “networthiness” to related initiatives and technologies.

· NETCOM is best suited for network execution, governance, protection, and management.  NETCOM is the “go to” organization for installation, operation, and network defense.  

Conclusions
We have learned much from combat operations in Afghanistan and Iraq.  Through these experiences and the energies already expended toward Army transformation, we know how we want to fight and what to expect from our networks.  Networks, however, are not just mechanical conduits for moving digits.  No, networking leads us to work in a network-centric way in which Army units will often find themselves operating in Joint, non-linear, decentralized, and distributed operations.  We believe that such units will be empowered to make better decisions faster than the adversary by having available a persistent network with ample bandwidth for accessing the applications they need to keep the decision edge over their adversary.

Unfortunately, the Army is not well-postured to be network-centric for several reasons.  Priorities and spending mechanisms have not been conducive to have a holistic approach to networking let alone to the development of information technology.  Installation commanders have used their initiative and purchased what they needed often without consideration of how well the technology might work with other Army units let alone the Joint force, coalition partners, and collaborative information environment participants.  The Army has not worked its IT and networking ideas into Joint planning and experimentation processes to the extent needed.  The Army has had a difficult time keeping up with the rapidity of technological change.  We have found ourselves using commercial applications purchased off-the-shelf that were developed to work in the commercial world that has no constraints of bandwidth.  The Army is unable to provide the data, information and knowledge that commanders need while on the move and on the quick-halt.  In addition, because of shortfalls in legacy systems that nobody could foresee, the Army cannot distribute bandwidth, applications, and digitized data, information, and knowledge in sufficient quality or quantity to its tactical fighting forces.

Task force Network has developed plans for solving the problems listed above.  None are easy and all are expensive.  But, we believe that the Army has no choice but to view the Network as first among equals and get it up and working so as to facilitate the larger issues swirling around network-centric organizational design and behavior.

· We believe that we can make quick fixes in transport to provide bandwidth leaders need.  We can buy commercial bandwidth.  In addition, Army network people are looking at enabling commanders on the move to have the capability to receive satellite downlinks to satisfy some of their bandwidth requirements.

· We are looking for ways to select the best applications.  Task Force Network believes the Army must standardize its applications in its network and instill discipline.  The Task Force believes that we can provide applications that are “good enough,” while forging ahead by working with Joint command and control processes for future applications.  The Army’s application problems can be overcome with some appetite suppressants and discipline for procurement and use of applications riding on scarce bandwidth.

· In addition we are beginning the process of bringing network operations (NETOPS) as a concept and as doctrine to the forefront of all Army network developmental efforts.

· Finally, the Task Force concluded that the Army must have elegant software developed for the future that meets the operational requirements of our leaders and soldiers while being conservative to the maximum extent possible to free up constrained bandwidth.

· We are recommending a triumvirate to run the Army’s network – TRADOC for establishing requirements; CIO/J6 for designing network systems, technology acquisition, and building and defending networks; and NETCOM for network execution, governance, management, and protection.

· We have developed a feasible way to govern near-, mid-, and far-term acquisitions, which should solve many of the problems we experience with a bureaucracy in keeping up with technological change.

· Finally, the Task Force designed ways that the Army can become truly Joint and deeply involved with Joint experimentation, concept development, and acquisition.  The Army’s future applications and transport layer developments will be fully nested in joint architectures.  The Army will be at the front end of all Joint network processes so as to embed Army requirements in Joint systems at their birth.
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